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okia earned its reputation for excellence as the world’s premier provider of mobile com-
munications, and is now an acknowledged leader in Virtual Private Networking as well.
According to a June 2001 IDC study, Nokia’s sales growth of 430% was the fastest in the

worldwide firewall/VPN appliance market in 2000.
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Nokia’s patented IP Clustering technology has been
central to the success of its dedicated VPN gateway lineup.
Nokia has also partnered with best-of-breed application
providers to deliver a full lineup of integrated
firewall/VPN appliances. The breadth and depth of
Nokia’s standards-based offerings are able to meet the
intranet, extranet and remote access needs of virtually any
organization.

IP  CLUSTERING FOR

UNPRECEDENTED RELIABIL ITY
Nokia’s patented IP Clustering technology provides
unprecedented levels of reliability and scalability. In a nut-
shell, IP Clustering allows multiple gateways to function as
a single unit, with a single IP address.
■ IP Clustering makes Active Session Failover™ possible.

If any gateway in a Nokia VPN cluster becomes unavail-
able for any reason, the remaining gateways maintain all
active sessions, as well as their related security associa-
tions, seamlessly and transparently. There is no disrup-
tion in service, so Nokia gateways can be added to or
removed from a cluster at any time, for true upgrade-
on-the-fly convenience.

■ IP Clustering also delivers true Dynamic Load
Balancing™. Each gateway in a Nokia VPN cluster is
assigned a traffic load based on its individual capacity, so
Nokia gateways of any size can be clustered with any
other, as required.

UNPARALLELED COST SAVINGS
VPNs provide low-cost remote access to corporate net-
works as an alternative to expensive long-distance calls and
dedicated lines. Nokia VPN solutions go several steps fur-
ther:
■ Nokia’s VPN Policy Manager has an intuitive interface

that helps administrators organize complex IPSec policies
and monitor intricate network topologies. Policy changes

can be uniformly deployed across networks including
hundreds of gateways and clients with a single touch.

■ Nokia dedicated VPNs integrate with existing invest-
ments and support all common Internet security proto-
cols including Layer-2 Tunneling Protocol (L2TP),

Point-to-Point Tunneling Protocol (PPTP) and IPSec.
They can be used with advanced security technologies
like RSA SecurID® tokens, smart cards and external
Certificate Authorities, and will work with next-gener-
ation IP products as well.

■ Nokia VPNs are easily and rapidly deployed in existing
networks.Their integrated security applications are pre-
configured to facilitate plug-and-play installation by
nontechnical personnel. They’re even designed to save
space in the equipment room.

■ The unprecedented reliability and scalability of Nokia
VPNs means fewer emergencies, as well as reduced
opportunities for downtime and lost revenues.
With a wide range of affordable, high-performance

models, the Nokia VPN gateway family helps companies
start small and plan big. Deployment is license-free, and as
corporate needs evolve, Nokia VPN clusters scale effi-
ciently to meet growing connectivity needs.

Nokia provides a single point of contact for global tech-
nical problems, with First-Call, Final-Resolution Support.
Experienced experts are available around the clock and
around the world.

Nokia dedicated VPN appliances help enterprises
everywhere cut costs while increasing their security, scala-
bility and performance. They’re always up and running –
just like your enterprise has to be.

NOKIA:
Reliability

Savings
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t the Interop show in Atlanta this past
September, I was host of Network World Live
TV. My job was to conduct short inter-
views with executives from more than 50

companies. At least half of them were selling security
technology and services.

On the user side of the equation, study after study
shows security issues at or near the top of network
managers’ lists of challenges and concerns. Research
companies, likewise, predict heavy spending for all
types of security technology. Market research firm
International Data Corp., for example, says user spend-
ing on virtual private network (VPN) firewalls will
double every two years for the foreseeable future.

Of course, the entire world is more security con-
scious following the events of this fall. But the real rea-
son behind this continued surge in security spending is
the changing nature of enterprise IT.

The defining characteristic of the unfolding e-busi-
ness infrastructure is the external reach of enterprise
networks. More and more network users come from
outside the walls of the enterprise – from customers
and suppliers in particular. This increasingly external-
facing nature of networks makes systems more vulner-
able to attack due to the increased points of network
entry. Add to this the greater reliance upon Internet
technologies and you have a host of potential security
problems.

Fortunately, as you will see in the pages of this 
special report, your options for securing the network
and enterprise data are many. By all means, continue
building the e-business infrastructure that will create
freedom of data access to internal and external users
alike. Just remember that the price of freedom is 
eternal vigilance.

– Bill Laberis
Project Manager
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he shock and destruction of a disaster event” – whether caused by a terrorist attack, a fire or

some natural calamity – tends to distract attention from the actual work done to recover busi-

ness operations or mitigate the vulnerability of organizations to potential disasters in the first

place. In most companies, the job of thinking the unthinkable and preparing methods and strategies

for disaster avoidance and recovery tends to fall on the shoulders of the IT organization.
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Those involved in disaster recovery planning know that,

while every contingency cannot be anticipated in disaster
recovery plans, companies that have plans in place tend to
survive to do business another day.And those that don’t are
likely to disappear within five years.

Successful disaster recovery is closely linked to time-to-
data: a metric describing how quickly networks, systems,
applications and their data can be made available to the
end users who need them to perform useful work. The
longer a company is without its IT infrastructure, the less
likely a company is to recover from an interruption at all.

Downtime costs mount quickly, at an average rate of more
than $1 million per hour across all industry segments,
according to one study by Stamford, Conn.-based Meta
Group, Inc. Recovering operations after one week of
downtime becomes virtually impossible: the losses are too
great for most businesses to survive.

Despite these realities, disaster recovery planning is
often given short shrift within businesses. IT organizations
are held responsible for developing disaster recovery capa-
bilities, but often have limited budgets for
doing so – a reflection of management’s view
that disaster recovery planning is an additional
insurance expense that may be cut during
budgetary belt-tightening. In fact, in many
businesses, disaster recovery isn’t a formal
function at all, but is subsumed in the systems
and network management budgets of the IT group. There,
it rarely receives any special attention from management –
until a disaster occurs.

Whether disaster avoidance and recovery planning is
given high visibility or not, IT and network professionals
should keep the following five guidelines in mind to
ensure the survivability of mission-critical systems and the
business processes they support:

1.GET PROACTIVE. Every decision made
about storage and server hardware acquisitions, net-

work design and application architecture should consider
the possibility of unplanned interruption. IT and network

T
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U.S. businesses that participated in the 2001 Computer
Security Institute/Federal Bureau of Investigation
Computer Crime and Security Survey reported financial
losses of $377 million over a 60-month period due to
breaches of information security.And that’s only counting
the losses companies could quantify. Nearly 80% of the
530 companies reported financial loss due to cyber-attacks
but only 37% of respondents could put a price tag on their
losses. Theft of proprietary information was the costliest

category, with financial fraud a close second.
Given the potential harm, you’d expect com-

panies to devote significant resources to keeping
intruders out of their corporate networks. But
that’s often not the case. In fact, until a company
suffers a quantifiable loss, it is unlikely to dedicate
much in the way of money or personnel to

information security, says Frank Prince, senior analyst in
corporate infrastructure for Forrester Research, Inc., in
Cambridge, Mass. “The consistent message we get from
people who run security is they don’t have enough people,
money or time,” says Prince.

U.S. companies spent only $239 per $1 million of top-
line revenue on security in 2000, according to Forrester’s
research.The security market is growing at a healthy com-
pound annual growth rate of 36% through 2004, but the
total amount of money spent on security still will not be
great, says Prince.

Security hard-
ware and soft-
ware purchases
may get a boost
in the wake of
the Sept. 11 at-
tacks on New York and Washington, D.C., since executives
are just as jittery as anyone else. But that increased atten-
tion on security is unlikely to be sustained, says Prince.
One reason for this is the methods hackers use to break
into networks are changing rapidly, making it hard to get
a basic understanding of what is at stake and how to pre-
vent intrusions.“It’s difficult to take a rational approach to
deciding how much money to spend on this,” says Prince.

Another problem: The return on investment is neces-
sarily always couched in the negative, as in, “I could save
$x million if I had an event happen this year.” In the after-
math of the Sept. 11 attacks, the cost-avoidance argument
may be compelling enough, but over the long haul, it tends
not to be, he says.

BENEFITS OF OUTSOURCING
Jeff Dow, vice president of information security for $14 bil-
lion media conglomerate News Corp., has faced this very
problem. Responsible for security for such news companies
as Fox Television and 20th Century Fox, Dow was under-
standably anxious to protect his data networks from outside

ost companies hate to admit their networks have

been compromised by outside intruders. But just

because they don’t like to talk about it doesn’t mean it

doesn’t happen (see By the Numbers).And when breach-

es happen, they’re expensive.
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$$$$$
intrusion. But hiring a dedicated staff to pore over Web logs
in real time 24x7 would be cost prohibitive. So Dow elect-
ed to outsource intrusion detection to a service provider.
For one monthly fee, the provider handles intrusion detec-
tion at its location for all News Corp. companies. For Dow,
the solution was an answer to his prayers.

“It’s so hard to show a return on investment on intrusion
detection [services]. I’m a big fan of outsourcing.We would
have had to pay someone at least $100,000 per year for this
function.And since we’re so big, I would have had to hire
a staff of 10 to 12 of these highly paid professionals,” he
says. Because News Corp. is such a large company, the serv-
ice provider agreed to give it discounts on its service.

News Corp. isn’t the only entertainment company to
outsource intrusion detection. Sony Pictures Entertain-
ment also decided to let a service provider handle this
function. For Jeff Uslan, director of information protection
and security for Sony Pictures, the decision came down to
the same sort of economic analysis that Dow performed at
News Corp.

Hiring a highly qualified network professional to watch
over the network around the clock is a costly proposition,
especially where the risk is not obvious.“It costs a lot to hire
someone who will watch over the shop at 2 a.m.,” he says.

Having a service provider handle intrusion detection is a
good option for many, says Forrester’s Prince.This can be
very effective if the provider’s service is well integrated
with the company’s operations. For example, there needs to
be a comprehensive plan for what to do if the service
provider identifies an intrusion. The company must get
involved at that point to safeguard its own data and systems,
he says. Information must flow quickly to all potentially
affected, including human resources, legal, public relations
and anyone else who needs to help repair the breach. Both
customer and service provider must be clear where the
service provider’s responsibility ends and the customer’s
begins – something that’s not always obvious, Prince says.

Whether handled by a service provider or in-house, the
most important aspect of intrusion detection is that a com-
pany learns from the security incidents that happen and
incorporates those lessons into the overall security plan.
“You have to feed the lessons learned back into your
ongoing operations,” says Prince, so your intrusion detec-
tion system becomes more robust over time.

Paul is a Waban, Mass.-based freelance writer who writes fre-
quently on security issues. She can be reached via e-mail at lau-
renpaul@mediaone.net.
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BY THE NUMBERS
Percentage of companies using 
intrusion detection techniques: 61%

Percentage of companies reporting 
unauthorized use of computer systems 
within the last 12 months: 64%

Number of outside intrusions 
reported by companies in 2001:

1 to 5: 41%
6 to 10: 14%
11 to 30: 3%
31 to 60: 1%
Over 60: 3%
Don’t know: 38%

The 2001 Computer Security Institute/Federal Bureau
of Investigation Computer Crime and Security Survey
examined 530 U.S. companies’ security practices. Of
those companies aware of intrusions, the greatest per-
centage reported between one and five incidents in
2001.

“It’s so hard to show a return on investment

on intrusion detection [services]. I’m a big fan 

of outsourcing. We would have had to pay someone at least

$100,000 per year for this function. 

And since we’re so big, I would have had to hire a staff of 

10 to 12 of these highly paid professionals.”

– Jeff Dow,VP of information security, News Corp.
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etwork managers and enterprise executives
share a common challenge today. Business

requirements demand that the network be acces-
sible to more and more users, including cus-

tomers and suppliers as well as those users within the com-
pany. But opening the network to these users exposes the
enterprise system to attack from an ever-widening array of
sources, particularly unwanted intrusions and heightened
insider threats. Additionally, attackers have sharpened their
skills using new methods to penetrate or circumvent tradi-
tional perimeter network security technologies.

IT professionals have struggled to keep up with the
competing demands of network openness and network
security. Some have tried deploying a variety of best-of-
breed point solutions. But what they quickly find is that
there is no substitute for a comprehensive, pervasive net-
work security solution where the different pieces comple-
ment one another, providing a layered solution.

Providing both threat identification and threat mitiga-
tion technology, the Cisco Intrusion Detection System
(IDS) is just such a pervasive solution for combating unau-
thorized intrusions. Moreover, Cisco IDS is a dynamic
security component of Cisco’s end-to-end security product
solution that has been engineered from the ground up to
support the broadest range of network deployments, from
small businesses to the largest enterprise environments.

Cisco IDS is a critical element of SAFE, the company’s
best practices security blueprint, designed to launch e-
business into the future. In practice, SAFE determines
which network security solutions you should deploy
throughout your network via custom-designed modules
that simplify network security design, rollout and subse-
quent management. The enterprise gets immediate and
clear benefits from SAFE because the blueprint:
■ Provides a solid foundation for migrating to secure and

cost-effective converged networks

■ Enables the cost-efficient deployment of a modular,
scalable security framework

■ Delivers truly integrated network protection with the
highest level network security products and services.
The bottom line of this pervasive network security

blueprint, in which the different components integrate
with one another, is a quicker, less expensive deployment.
This translates into faster time-to-market of your e-busi-
ness applications and the optimal return on investment as
revenues increase more rapidly from the applications.

It is within this dynamic SAFE blueprint that IDS pro-
vides pervasive intrusion protection. IDS takes a holistic
approach to intrusion security, beginning with an under-
standing of the very broad nature of attack techniques.

Today’s enterprise sites are a very complex mix of sys-
tems and platforms.This means the sites are vulnerable to
the full range of attack techniques, which strongly sug-
gests a comprehensive network security and intrusion
protection solution, such as IDS.

The IDS solution includes both network and host
intrusion detection components, with the host component
protecting the servers against attacks on the applications
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and operating system (see Stopping Them at the Host). The
Cisco IDS portfolio is a key component of the Cisco
Architecture for Voice, Video and Integrated Data
(AVVID). The portfolio provides devices spanning the
network, switch, host, router and firewall infrastructures.

However, the Cisco IDS solution also incorporates net-
work-integrated technology, such as the Cisco Catalyst
6500 IDS Module and software-based router and firewall
images. With key features and characteristics including
dynamic response capabilities, scalability and performance,
and security visibility, the depth and breadth of Cisco’s IDS
make it the industry’s first enterprise-scale intrusion detec-
tion system.

Specifically, the recently released Cisco IDS 3.0 software
for Cisco 4200 Series appliances enables automatic distri-
bution of signatures and rapid updates of attack signatures,
as well as provides a highly robust signature language
allowing customers to write their own complex signatures.
IDS Network Sensor also features active response support
for the Cisco PIX Firewall family and Cisco Catalyst 6500
Series Switches.

Cisco IDS 3.0 answers the key challenge of event mon-
itoring – namely reducing the occurrence of false positives
– allowing administrators to focus on real alarms. This
effectively reduces network administration costs because
staff can focus more on real problems instead of chasing
down false alarms. Other key features of  IDS Network
Sensor include:
■ Active response, allowing users to configure sys-

tems to automatically shun or eliminate specific con-
nections by changing access control lists on Cisco
routers, switches and firewalls

■ Sophisticated detection of network attacks uti-
lizing complex fragment reassembly algorithms, exten-
sive web de-obfuscation analysis and robust protocol
decodes developed by the renowned  Cisco Counter-
measures Research Team (C-CRT) to combat hacker
and insider threats

■ Unique protection against distributed denial of
service (DDoS) attacks by detecting communications
between DDoS agents and the hacker for known 
DDoS tools

■ Comprehensive detection of application attacks
covering multiple application protocols.
Another key element of IDS is the Cisco award-win-

ning Catalyst 6500 IDS Module.This module reflects the
ongoing effort at Cisco to migrate network security
directly into the infrastructure as an intelligent service
rather than as an add-on component.

The Catalyst 6500 IDS Module is designed to address
switched environments by integrating the IDS functional-

ity directly into the switch. This allows users to monitor
traffic directly off the switch backplane rather than having
to utilize external SPAN ports.

With other sensing platforms and network security
appliances, and security management and monitoring
options within IDS, Cisco offers the most comprehensive,
integrated intrusion solution available. For more informa-
tion on IDS and the complete Cisco network security
solution set, click on www.cisco.com/go/idssolutionskit.
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Stopping Them 
at the Host

T he host provides application services, making it highly visible
on the network and a common target of attack. The host also

presents some of the most formidable security challenges, owing to
the sheer number of different host platforms, operating systems and
applications found in the enterprise today. 

With this threat in mind, the Cisco IDS Host Sensor, powered by
Entercept™, identifies and blocks attacks before any unauthorized
transactions or intrusions can occur. Where other host defense sys-
tems merely detect a problem, Host Sensor mitigates potential dam-
age because it is preventive in nature. This key preventive feature
results in optimal system availability, which leads to optimal return
on investment of the system itself.

“The Cisco IDS Host Sensor is an important extension of Cisco’s
security monitoring and management portfolio, giving customers
comprehensive network and host-based intrusion detection capabili-
ties,” says Richard Palmer, vice president and general manager of
Cisco VPN and Security Service. “It exemplifies Cisco’s continued
commitment to provide customers with practical security solutions
for today’s e-business demands.”

Host Sensor is installed on each server, guarding both the operat-
ing system and the applications it supports, providing protection
from threats like Code Red, Code Blue and Nimda. Employing unique
interception techniques, Host Sensor’s key features include:
■ On-the-spot attack prevention, due to its ability to prevent

attacks at the system call level before they execute
■ Prevention of buffer overflow attacks by identifying the execu-

tion of the injected code and preventing the most commonly
exploited vulnerability from compromising the system 

■ Upgraded integrity resulting from the sensor locking down the
system by controlling access to the system binaries, configura-
tion data and other system objects.
Host Sensor complements other elements of the Cisco IDS for the

smoothest integration of security components offered by any single
security provider. And as a key component of the Cisco SAFE securi-
ty blueprint, IDS represents the most comprehensive and pervasive
answers to the daunting threats to enterprise systems. 

For more information on IDS Host Sensor, click on:
www.cisco.com/go/idshost.
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network (VPN) and its frugal business prac-
tices for selling discounted footwear in no-
frills brick and sheet metal stores for keeping
the DSW Shoe Warehouse chain on its feet.

The company’s Framingham, Mass., store is standing tall in
a once dense shopping forest where high operating costs
have felled four once-thriving major retail chains in the
last two years.

For instance, the company cut communications costs by
using the Internet to support a dial VPN that transports

traffic between local DSW stores and parent Shonac
Corp.’s Columbus, Ohio, headquarters. In addition, the
work-in-progress access upgrade to DSL at most of its 92
stores promises to further streamline lifeblood business
processes without additional spending.

It’s this combination of Fred Bunnell’s bottom-line-ori-
ented network decisions and efficient spending practices by
the company that have kept the retail chain on track. For
example, the interior of the vast DSW store in
Framingham’s Shoppers World mall features shoes dis-
played atop brown cardboard carton sleeves stacked waist
high to form the store’s 48 aisles in place of expensive
metal shelves and fixtures.The result is a recipe for holding
the line on costs and avoiding spending amidst a troubled
economy.

IMPROVED PROCESSES
“Even though we sold our dial VPN to top management
purely as a cheaper alternative to the [Public Switched
Telephone Network] and frame relay, we’ve since found
that the business value of VPNs goes beyond cutting com-
munications costs to include improving cur-
rent processes,” says Bunnell,VP of IT for par-
ent Shonac. For example, having its 92 stores
dial out through the network hub in
Columbus to one nearby VISA, MasterCard
or American Express point-of-presence
(POP), rather than each dialing out them-
selves to the POPs closest to their far-flung
stores for credit card authorizations will save
a pile of money – more than enough to bankroll the
ongoing installation of higher speed, dedicated DSL access
pipes at its stores, he says.

DSW is paying $140 per store per month for 144Kbit/
sec DSL links to the Internet instead of $420 a month per
store for an end-to-end 56K frame-relay connection.

The fatter DSL pipes, in turn, will speed performance of
current and planned applications and features. Store work-
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ers will be able to use the enhanced VPN to access the
company’s intranet to review corporate policies and proce-
dures archived in a Web server. Bunnell’s post-upgrade “to-
do” list also includes implementing an e-mail package, run-
ning intra-store phone calls over the network and eventu-
ally installing self-service kiosks that provide store employ-
ees access to data in the firm’s human resources system.

DSW’s homegrown VPN provides IP Security (IPSec)
and Triple DES encryption for network traffic, even
though Bunnell admits the data traveling over the network
contains nothing extremely sensitive. What’s sensitive,
however, is discussing the pros and cons of DSL access to
the Internet, weighing the risks against the cost and band-
width benefits. Yet Bunnell remains committed to the
arduous effort because the added capacity of DSL access
will support the types of applications mentioned above.

“Companies are under quite a bit of pressure to cut
communications costs, but IT managers must also view a
VPN as a foundational network infrastructure that can let
them support additional applications and capabilities that
add big business value,” says Bunnell.

IT managers are increasingly seeing the benefits of
VPNs, with worldwide user spending on VPN products
and services projected to soar from $12.8 billion by year-
end to $48 billion in 2005, according to an Infonetics
Research, Inc. report. “Strong growth in spending for
VPN services started at the end of 2000, with much of the
future growth coming from managed services,” predicts
Jeff Wilson, executive director for the San Jose, Calif.,
consulting and research firm.

Sales of dedicated VPN hardware and software in par-
ticular are also showing solid increases, climbing 19% from
the first quarter of this year to $535 million in the second
quarter, while 2Q sales of software and hardware firewalls,
which are commonly used with VPNs, climbed 12% to
$430 million, according to Infonetics.

One VPN adherent is Gelco, Inc., a Minneapolis-based
firm that has already migrated from a private-line network
to a pure IP backbone network by signing up for a fully
managed IP VPN service from a major ISP. The virtual
network connects the firm’s four sites as well as two of its
government customers.

The network goal was twofold: to avoid having its 33-
person IT staff manage multiple network protocols, and to

increase security by using IPSec,Triple DES and certificate
authority features from the ISP. Security was a top issue as
Gelco manages expenses and other finances for its cus-
tomers, which include government clients. And like most
users, the firm also sought to cut communications costs.

The outsourced VPN service has enabled Gelco to
achieve all three goals, reducing its monthly line and
administration charges by approximately 35% to 40%.The
firm pays a monthly lease for the VPN routers it uses and
a monthly fee for the rest of the VPN service. “Our two
biggest priorities are reducing costs and increasing net-
work security,” says Larry Peterson, Gelco’s VP of corpo-
rate technical services. He sold the company’s CEO, CFO
and senior operations vice-president on the project.

Gelco’s choice of a VPN service fully managed by an
ISP provides better performance for file transfers run over
the provider’s IP backbone than was available by the “best
effort” public Internet used by DSW and other early VPN
implementers.

EASIER FILE SHARING
But beyond the savings and added features lies the core
business value behind the decision. In Gelco’s case, that
value was to facilitate file sharing, having found that e-
mailing design documents and development specifications
from store to store did not support its goal of collaboration
and also wasted network capacity and disk space on
employees’ PCs.

“In lieu of buying a full-blown document management
system, we created a central repository of files on the VPN
that are located at headquarters and remain at headquar-
ters,” explains Peterson. “Workers at sites can access the
files using the VPN, modify them and have everyone’s
changes made to the central set of files rather than having
multiple copies with differing changes being sent all over
the place.We needed stringent version control of the files.”

The ability to add sites to the VPN quickly and simply
was another key business benefit.“We sold the VPN serv-
ice as being more flexible and easier to [connect] cus-
tomers than [with] our past private line network,” says
Peterson. “Connectivity to a legacy network would not
cut it for us or them.”

Beyond the initial decision to use a VPN is how best to
implement one: Do it yourself like DSW or outsource like
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“Companies [that try] to deploy their own
VPNs will run into difficulties because of 

technical complexities and the lack of

skilled staff.”         – Jeff Wilson, executive director, Infonetics Research, Inc.
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Gelco? An Infonetics survey of IT managers at 240 small,
medium and large U.S. and Canadian firms planning to
implement a VPN by 2003 shows that most envision
enlisting some outside help in deploying and managing
their VPNs. Forty-four percent of respondents plan to
install VPN equipment themselves and handle all aspects
of managing the network internally. Another 36% plan to
deploy VPN equipment themselves, but outsource some
aspects of design, installation and management to a third-
party such as a service provider.The remaining 20% split
evenly between those opting for managed equipment
service and those opting for managed network service.

Wilson predicts the “do it yourself ” options will
become less popular, while the number of users choosing
managed services will increase. “Companies [that try] to
deploy their own VPNs will run into difficulties because of
technical complexities and the lack of skilled staff. [Then
they’ll] stop and look for help.”

Anchor Pharmacies, Inc. decided from the get-go not to
build its VPN from scratch. Instead, the $38 million
Hampstead, Md.-based chain signed up for a dial VPN
from a top IP backbone provider. This service replaced its
one-way, online communications process, whereby head-
quarters polled stores weekly using a remote-control pack-
age over the PSTN.This practice quickly ran up commu-
nications costs as many stores are located outside the firm’s
local calling area.

Now, the virtual net supports two-way communica-
tions, and store computers equipped with VPN client soft-
ware dial into the service provider’s network to reach

applications resident on a Web server behind the firewall at
corporate headquarters.The core business value is that the
VPN makes it easier, cheaper and more secure to collect
store data on a daily rather than a weekly basis.

Getting stores’ sales data faster helps Anchor streamline
the process of feeding information into the company’s
accounting, operations and executive management sys-
tems. As such, the company can make quicker sales deci-
sions and better control store inventory, says Anchor IT
director Allen Armentrout. “Had we stuck with the orig-
inal process, we would have needed to add phones,
modems and staff,” he says.

The goal of secure data, of course, pertains to all of an
enterprise’s users: remote users want the same computing
experience that their co-workers in the central office
enjoy; and network administrators want that experience to
mirror the level of security enjoyed behind the corporate
firewall.

“Even when there is protection and security at remote
sites for remote users, often there is no way of enforcing
it,” says Stacy Lum, chief technology officer of
InfoExpress.

To address this need for security enforcement at remote
sites, InfoExpress offers several solutions, including its
CyberArmor personal firewall, installed on individual PCs.
CyberArmor protects users from attacks on the Internet
by keeping intruders from using the remote PC as a gate-
way into the corporate network.

INTERNATIONAL SAVINGS
Those companies with international sites stand to save
even more with VPNs, over international frame relay con-
nections, which are typically priced much higher than in
the United States. “Using VPNs to connect sites abroad is
30% to 90% cheaper than using frame relay,” claims Jim
Slaby, a senior analyst with Giga Information Group, Inc.,
a Cambridge, Mass., consultancy. “It’s really a slam-dunk
for frame and more so for private lines.”

Laird Technologies, Inc., for example, found that it
would cost $6,000 to $10,000 a month for a frame relay
connection to tie a site in France to its headquarters in
Delaware Water Gap, Pa. Jim Slick, network manager for
the $210 million interference shielding products maker,
explored dedicated Internet connections and learned that
for only $2,000 a month, he could get a 768Kbit/sec
access pipe. The savings made the decision easy. “You’ve
got to love the VPN option,” he says. “The performance
has been stellar.”

Wallace is a freelance technology writer based in Ashland, Mass.
He can be reached via email at bwallace_write@msn.com.
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▲“Even though we sold our dial VPN to top man-

agement purely as a cheaper alternative to the

PSTN and frame relay, we’ve since found that

the business value of VPNs goes beyond cutting

communications costs to include improving cur-

rent processes.” —Fred Bunnell
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professionals should think about how the hardware would
be replaced if a disaster occurred and whether another
platform could be substituted in a pinch to carry the load
until a replacement was obtained and deployed.With net-
works, redundant carriers and redundant paths to data
should be provisioned for all critical data paths.With appli-
cations, designs should be simple and portable so that
recovering a client/server application doesn’t require a
one-for-one replacement of the existing application host-
ing environment.

Says Steve Beatty, a staff systems programming analyst
with a Fortune 500 company, “We have only within the
last year or so been thinking about equipment acquisitions
in terms of their recoverability [as a result of a corporate-
wide reorganization].We got all of the business unit heads
and IT managers together and compared notes.We deter-
mined that buying platforms without considering their
recoverability was creating exposures for the company that
we didn’t want.”

2.GET REAL. Disaster recovery provisioning
costs money and budgetary allocations may be in

short supply. It is critical, therefore, to allocate limited
funds smartly. Focus first on disaster avoidance. Alarms,
suppression systems, power protection, security provisions
and awareness programs are all key components of a disas-
ter avoidance strategy. Next focus on the least sexy but
most economical disaster recovery technologies, such as
smoke alarms, a sprinkler system, uninterruptible power
supply, door locks, an anti-virus program and other com-
ponents of disaster avoidance that will be effective in pre-
venting the lion’s share of losses.

3.PROTECT THE DATA. After personnel,
data is a company’s most nonreplaceable asset.

While a choice can be made between redundancy and
replacement strategies when it comes to other aspects of
IT infrastructure, there is no such thing as data replace-
ment. Redundancy requires, at a minimum, a program of
tested tape backups and secure off-site storage. Be aware,
however, that tape and disk capacities are growing “out of
sync” with each other. At a recent storage conference in
Chicago, Nick Janakas, an IT project manager with

Motorola Corp. in Arlington Heights, Ill., complained,
“The tape manufacturers and the disk manufacturers no
longer seem to check with each other to ensure that tape
can effectively back up disk storage platforms, which are
growing into the multiple terabyte range.”

The length of time and network bandwidth required to
backup to tape is often a focus of IT and network man-
agers, but data restoral is an even bigger issue. In heavily
virtualized storage environments, file system restoral can
require identical storage platforms and hundreds of hours.
Planners need to understand their data storage infrastruc-
ture and time-to-data needs to determine whether they
can optimize tape backup strategies or must abandon them
in favor of disk-to-disk copying or mirroring.

4.LOOK FOR DUAL VALUE. Making a
network, system or storage platform highly avail-

able costs money.These expenses may be more palatable to
management, however, if they provide additional value to
the company beyond risk reduction. For example, a mir-
roring strategy may be leveraged to make data more read-
ily available to users at a remote location. And redundant
networks employed for recovery purposes could be
pressed into service at peak times of normal network use
to reduce congestion and improve throughput.Whenever
a disaster recovery provision can be shown to have opera-
tional value to a company, it is more apt to be funded.

5.TEST, TEST, TEST. Disaster recovery
planning is not a project that can be forgotten

once completed, but a process of iterative testing and
improvement. Once a strategy is defined, it must be tested.
Gaps that are uncovered need to be addressed, then the
strategy needs to be retested.Testing is ongoing to ensure
that the plan addresses ongoing changes in technology and
in the business processes being supported.Testing has the
additional value of acclimatizing personnel to the task of
behaving rationally in the face of an irrational event. As
Shakespeare said,“All things are ready if our minds be so.”

Toigo is an independent consultant, veteran contingency planner
and author of Disaster Recovery Planning, 2nd Edition
(Prentice Hall PTR: 2000).

“We got all of the business unit heads and IT 

managers together and compared notes. We

determined that buying platforms without considering 

their recoverability was creating exposures for the  

company that we didn’t want.”
—Steve Beatty, staff systems programming analyst at a Fortune 500 company
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Virtual private networks are quickly taking hold as a rel-
atively inexpensive way for enterprises to connect remote
offices and workers. According to a recent report from
Framingham, Mass.-based International Data Corp. (IDC),
“Enterprises saddled with increasing network costs due to
a jump in mobile usage are looking past expensive private-
line services. IP-VPNs used for LAN-to-LAN connections
are less expensive than private-line alternatives.”

Network managers understand the cost benefits of
VPNs, but many agree with Anselmo that security is a key
concern. Just how secure are VPNs, and how can they be
made more secure? Can IT managers rest assured that
VPNs meet enterprise security demands?

In an illustration of the turbulence surrounding VPN
security, ANX [previously the Automotive Network
Exchange] – a pioneering VPN joint effort launched in
1995 by U.S. automakers – recently abandoned its multi-
vendor IP Security (IPSec) strategy; despite demanding
that its vendors test their equipment with the Internet
Engineering Task Force (IETF),ANX was unable to over-
come interoperability problems and now plans to switch
to a single-vendor approach.

But analysts and IT managers view this as a typical
bump in the road for unproven technology, pointing out
that advances on several fronts – authentication, encryp-
tion, personal firewalls and security appliances – have the
potential to make secure VPNs a corporate reality, rather

than a contradiction in terms. “The technology’s been
exposed to a lot of threats recently, so weaknesses have
shown up,” says independent technology consultant and
author Jon William Toigo.“But the security of a VPN real-
ly depends on how it’s implemented.”

AUTHENTICATION OPTIONS
For VPNs to take their place in the enterprise, better and
more scalable methods of identifying users and applica-
tions must emerge. Sure, IPSec protects tunneled packets
against such attacks as spoofing, modification,
and eavesdropping – but that’s no help if the
sender at the other end of the IPSec tunnel is
an attacker. Fred Avolio, security expert and
principal of Avolio Consulting in Lisbon, Md.,
says,“If even one [remote] office is insecure, all
a VPN gives you is a secure office for someone
to attack you from.”

To improve VPN authentication, the IETF’s
Public Key Infrastructure (PKI) task force and
many vendors are working on such technolo-
gies as digital certificates and directory servic-
es. Digital certificates are already used to authenticate the
encryption keys of the endpoints of IPSec networks; in
the future, though, the certificates will carry much more
information about users.This, in turn, will allow for more
detailed, precise user profiles.
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ack Technologies is in the early stages of a VPN rollout.“There are plenty of chal-
lenges, and security is at the top of the list,” says Rick Anselmo, manager of IS at

the Westford, Mass.-based contract manufacturer. Because Mack Technologies builds and
tests hardware devices such as servers created by other companies – including Hewlett-

Packard and Sun Microsystems – “Our security issues are complicated,”Anselmo says.“We’re deal-
ing with a lot of [other companies’] proprietary information.”
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Internet key exchange (IKE) using pre-shared keys, the
most frequently used verification method on IPSec VPNs,
works well on smaller networks but doesn’t scale well.
Experts say enterprise-grade networks demand the more
scalable public key cryptography – which, when used on
a large scale, in turn necessitates PKI to issue and manage
X.509 digital certificates.

Most IT organizations would understandably prefer to
use existing authentication technologies, such as
RADIUS, TACACS+ and SecurID, with their remote-
access VPNs. Unfortunately these legacy methods don’t
work well with IKE. The good news is that the IETF is
addressing compatibility issues through XAUTH, an IKE
extension intended to make room for legacy authentication.
The bad news: some have complained that XAUTH itself is
vulnerable to man-in-the-middle attacks. Jason Smolek, an

analyst at IDC, admits legacy
integration “is a tricky prob-
lem, and it’s likely to stay that
way for awhile.”

STRONGER

ENCRYPTION

COMING
Vendors and some analysts
agree that enterprises will
continue to demand better
encryption technology in
VPNs.Today, that encryption
is usually based on 40- or 56-
bit key lengths. Both longer
keys and stronger encryption
algorithms are in the pipeline.

But John Girard, a vice-
president and research direc-
tor at Stamford, Conn.-based
Gartner, Inc., believes that as
long as network endpoints are
wide-area networks’ weak
points, encryption is the least
of network managers’ wor-
ries. “Sure, a VPN will
encrypt traffic,” Girard says.
“The problem is, all an
intruder has to do is hack a

user’s desktop. So why bother [to attack] all that strong
encryption?” He says businesses need to focus on such
advanced authentication techniques as smart cards and bio-
metrics – as well as on educating users about security risks.

DSL WEAKNESS
It’s ironic that broadband Internet access, which helped
fuel the explosion of remote networks, is also a crucial
VPN security weakness. The always-on nature of Digital
Subscriber Line (DSL) technology, used in many small and
home offices, often frustrates network managers.“You can
build a tunnel between [a remote user and headquarters]
and be safe at the corporate site,” IDC’s Smolek says.“But
within the user’s personal area, you’ve got an issue.”

VPN vendors have attacked the problem several ways.
One approach gaining popularity is the “personal firewall”
– client-level software that blocks Internet ports and
detects intrusion attempts. In addition, several vendors
now offer DSL routers with integrated firewalls.

SECURITY APPLIANCES
To reassure network managers that they can implement
secure VPNs, many vendors have begun offering devices
generically called security appliances – devices that bundle
VPN capabilities, a firewall, intrusion detection, packet
sniffing and more. IDC’s Smolek says the appliances are
easy to install, and that “vendors also want to reassure cus-
tomers that they can get security-in-a-box.”This approach
appears to be catching on in corporate America; IDC
expects sales of IP-VPN firewall appliances to grow from a
$304.7 million market this year to $791.2 million in 2005.

When all is said and done, analysts and users have little
doubt that VPN security technology, while not without
hiccups, is ready for prime time. Gartner’s Girard says that
building an enterprise-quality VPN “is possible, but it
requires work and planning. A lot of enterprises aren’t
doing what it takes. When they look at the scale and com-
plexity of doing a VPN the right way, they let things go.”

“I’m optimistic,” says Mack Technologies’Anselmo.“As
we continue to understand how to make this thing scala-
ble and secure, we’ll add more and more users.There are
just so many good reasons to do a VPN.” ■

Ulfelder is a freelance writer based in Southborough, Mass.
He can be reached at sulfelder@charter.net.
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